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Getting started

Already familiar with KeyGrabber keyloggers?

Y Start key-logging in 3 simple steps: section Quick Start

New to KeyGrabber hardware keyloggers?
Y Learn about keystroke recording first: section Recording keystrokes

Y Then learn to retrieve the recorded data: section Viewing recorded data
Y Finally, configure the internal clock: section Clock configuration

Questions or problems?

Y Go through the Troubleshooting section.
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Introduction

About the product

The KeyGrabber TimeKeeper is a special version of the KeyGrabber USB and KeyGrabber

PS/2, with an additional time-tracking module powered by an internal battery. The
KeyGrabber TimeKeeper inherits all the powerful features of the USB and PS/2 series, adding

the capability to create date and time-stamps in the log file. All TimeKeeper series devices

have a huge 2 Gigabyte flash di sk, ensuring vy
maintenance. Both the USB and PS/2 versions are accessible via the Mass Storage Device
technology, guaranteeing super-fast and easy data access. This hardware keylogger is 100%
transparent for computer operation and no software or drivers are required.

Features
1 Internal clock and battery with over 7 years lifetime guaranteed
1 Built-in time-stamping module
1 Huge 2 GB memory capacity, organized as a flash file system
1 Compatible with all USB and PS/2 keyboards (including Linux & Mac)
1 Ultra fast memory contents retrieve through USB
1 Transparent to computer operation, undetectable for security scanners

1 Memory protected with strong 128-bit encryption

Quick and easy national layout support

Flash Drive mode available both in USB and PS/2 versions

Ultra compact and discrete, less than 2 inches (5 cm) long
Complete functionality of the KeyGrabber USB or KeyGrabber PS/2

= =4 = -2

Requirements

1 Compatible keyboard:
USB version: USB HID-compliant keyboard (Low-Speed, Full-Speed, or High-Speed)
PS/2 version: PS/2 compliant keyboard

1 Computer with USB Mass-Storage device support
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Applications

Employers:

T

T
T
T
T

Monitor acceptable internet usage
Monitor employee productivity
Detect unauthorized access attempts
Backup typed text

Collect computer usage statistics

Parents:

T
T
T
T

Monitor your family's computer activity
Protect your child from on-line hazards and predators
Observe WWW, E-mail, and chat usage

Save a copy of written documents

Investigators:

T
T
T
T

—4_

Monitor remote computers
Retrieve unknown passwords, operating system independent
Collect computer-related evidence

Detect unauthorized use of computer equipment

Copyright © 2011 Keelog
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Quick Start

This section assumes you are already familiar with basic hardware keylogger handling, such
as recording and retrieving data. If you need detailed instructions, please refer to sections
Recording keystrokes and Viewing recorded data.
To record keystrokes, plug the device in-between the keyboard and USB or PS/2 port.

USB version PS/2 version

9 = i@
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-
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Plug the USB keylogger in-between the Plug the PS/2 keylogger in-between the
keyboard and USB port. keyboard and PS/2 port.

To view recorded data using the USB version, plug the device in-between the keyboard
and USB port, and then press the 3-key combination simultaneously (by default K, B, S)

The keylogger will pop-up as a removable drive, containing the file LOG.TXT. This file will
contain all recorded keystroke data.

) ]| LOG.TXT - Notepad =anen X
@uv\-> Computer » Keylogger (F:) » 43| [ Search Disk (7 2] - - -
Organize ~ ) Open ~  Print  Bun  Newfolder - 0 @ Gl ol Faze =0 G
E [2009-21-01 03:45:16 PM]chat.yahoo.com [Ent] T
mike28a [Tah] mike [Ent]
hi david [Ent]
let's skip school tomorrow, he? [Ent]
Mobody should find out! [Ent]
5 Libraries what do u mean? [Ent]
[ Docurents of course! [Ent]
& Music L [2009-21-01 03:46:09 PM]check out this Tink: [Ent]
& Pictures 1 www. Forbiddenstuff. com/threadlzesl. html [Ent]
B videos send it to you by email [Ent]
[ct1In [a1t] [Tag] [Ent]
18 Computer mail.yahoo.com [Ent]
&, New Volume () mikeS8ayahoo, com [Tab] mike [Ent]
[ visc ) david_ros@gmail.com [Tab] fun stuff [Ent]
[2009-21-01 03:49:54 PM]here's the 1ink, make sure nohody
- sees 1t [Ent]lctl]v [Ent] [a1t] [Tahk]
L LOG.TXT
Text Document i L
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To view recorded data using the PS/2 version, plug the device in-between the keyboard
and PS/2 port, and open a text editor (such as Notepad). Then press the 3-key combination
simultaneously (by default K, B, D)

F}FTTJ]W%

"] Untitied - Notepad = | B ||
File Edit Format Yiew Help

D ey
=
|
|
I
[

| [T A N P P N

A NPy Py R o O 0 oy |

ey e Iy I
[— [

KeyLogger PS/2 2GE
16296 bytes used (0.1%)
11 of 1262890 pages used

MAIN MEMU

. view memory. ..

Erase memary. ..

Phrase search...

Met Detective...

pisable Togging...

. Change password...
configuration options...
. Unplug counter...

Exit

=X RN, ST F I

pPlease choose [1-8]: &

7] b

A text menu will pop up, showing available options. Use the text menu to browse recorded
keystroke data.

Alternatively, to gain instant access to the entire log, connect the keylogger to a USB port
using the USB Download Accelerator.

The keylogger will pop-up as a removable drive, containing the file LOG.TXT. This file will
contain all recorded keystroke data.

= | B ) o
§ | LOG.TXT - Notepad = | Bl S
@uv\-> Computer v Keylogger (Fz) + 43| [ Search Disk (7 )
- - - File Edit Format View Help
Organize ~ ) Open ~  Print  Bum  Newfolder =2~ 0O @

E [2009-21-01 03:45:16 PM]chat.yahoo.com [Ent] o
mikessa [Tah] mike [Ent]

hi david [Ent]

let's skip school tomorrow, he? [Ent]

Mobody should find out! [Ent]

3 Libraries what do u mean? [Ent]

[ Documents of coursa! [Ent]

&M L [2009-21-01 03:46:09 PM]check out this T1ink: [Ent]
= Pictures 1 www. Forbiddenstuff. com/threadl2osl. html [Ent]

B Videos send it to you bg email [Ent]

[ct1In [a1t] [Tab] [Ent]

1 Computer mail.yahoo.com [Ent]

&, New Volume (C) mike%8a@yahoo. com [Tab] mike [Ent]

[ oisk ) david_ros@gmail.com [Tab] fun stuff [Ent]

[2009-21-01 03:49:54 PM]here's the 1ink, make sure nobody
sees 1t [Ent]lct1]v [Ent] [a1t] [Tab]
L LOG.TXT

Text Document 1 }
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Recording keystrokes

Recording mode is the default mode of operation for the KeyGrabber TimeKeeper keylogger.
In record mode, the device will silently monitor all keystrokes coming from the keyboard and
store them on the internal Flash Drive in file LOG.TXT.

Installation of the keylogger in record mode is quick and easy, no software or drivers are

required. Simply plug it in between the keyboard plug and keyboard port. Recording will start
automatically on power-up.

USB version PS/2 version

Plug the USB keylogger in-between the Plug the PS/2 keylogger in-between the
keyboard and USB port. keyboard and PS/2 port.

Note: If an external hub is being used, connect the keylogger between the hub and the USB
keyboard.
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Viewing recorded data

Once keystroke data has been recorded, it may be accessed directly by switching to Flash
Drive mode. The PS/2 version has an additional option of displaying a text menu, described in
section Text Menu mode.

Flash Drive mode

The primary method for viewing recorded data is Flash Drive mode. The keylogger will act as
a mass-storage device and pop-up as a removable drive. Follow the instructions below.

USB version PS/2 version

Use the supplied USB Download
Accelerator...

Plug the USB keylogger in-between the
keyboard and USB port...

...and press the 3-key combination ...and connect the device to a USB port.

simultaneously (by default K, B, S).

After a few seconds, the hardware keylogger will automatically get detected as a mass
storage device. The operating system will use the standard built-in mass storage driver (MS
Windows 7 in the following examples).

Note: During the first switch to Flash Drive mode, the operating system can ask for drivers. In
such case choose automatic driver installation (usually default option).
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[ESRE] =
@\/7‘ == » Computer » Keylogger (F:) » - | *y |[ search Disk (7 I3
Organize » J Open « Print Burn New folder = - E:l ._'@'J
- Favorites
Bl Desktop
& Downloads
= Recent Places
=l Libraries
=) Documents
@' Music
= Pictures
E Videos
18 Computer
fn=¢ Mew Volume (C:)
[A pisk(r)
LOG.TXT
Text Document

The Flash Drive will contain the file LOG.TXT with a text log of all captured data. Keystroke
data is formatted in the same as it would appear on the screen, with special keys in brackets

([Ent], [Esc], [Del] etc.). This file can be viewed and searched with any text editor, such as
Notepad or MS Word.

"I LOGTXT - Notepad E=EE

File Edit Format View Help

[2009-21-01 03:45:16 PM] chat.yahoo.com [Ent]
mike9s8a [Tab] mike [Ent]

hi dawvid [Ent]

let's skip school tomorrow, he? [Ent]

Mobody should find out! [Ent]

what do u mean? [Ent]

of course! [Ent]

[2009-21-01 03:46:09 PM]check out this Tink: [Ent]
www. Torbiddenstuff. com/threadl2961. htm1 [Ent]

send it to you bg email [Ent]

[ct1 I [a1t] [Tab] [Ent]

mail.yahoo.com [Ent]

mike%Ba@yahoo.com [Tabh] mike [Ent]
david_ros@gmail.com [Tab] fun stuff [Ent]
[2009-21-01 03:49:54 PM]here's the Tink, make sure nobody
sees it [Ent]lctl]v [Ent] [alt] [Tah]

Switching back to record mode can be achieved by a safe software removal of the flash disk.
Use the systems standard disk removal procedure. For MS Windows, left-click on the Safe
Removal icon in the system tray and select the appropriate drive.

For additional information, refer to the KeyGrabber USB User 6 s G and dtlee
KeyGrabberPS/ 2 User.6s Gui de
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Text Menu mode (PS/2 version only)

The PS/2 version features an alternative approach for memory viewing called Text Menu
mode. This mode does not require unplugging the device from the PS/2 keyboard, however is
a lot slower than Flash Drive mode. To enable Text Menu mode, the keylogger and PS/2
keyboard should be connected in the same way, as in record mode. A text editor is required,
such as Notepad.

"] Untitled - Notepad = | B |
File Edit Format View Help

Run the text editor and make it the active Press the 3-key combination simultaneously
application. (by default K, B, D)

The keylogger responds by simulating the PS/2 keyboard and will display a text-menu in the
editor window.

" Untitled - Notepad SRICE X
File Edit Format View Help
I — e
N e N e A |
ATy (U Oy Oy I |
s Ay I I

[—— R P—

KeylLogger PS/2 2GB
16296 bytes used (0.1%)
11 of 1262890 pages used

MATH MEMU

View memory. ..

Erase memory...

Phrase search...

Met Detectiwve...

bisable Togging...
Change password. ..
Configuration options...
. Unplug counter...

Exit

WD = Ghoen B el

Please choose [1-9]: 8

The displayed main menu shows a summary of memory usage in bytes and pages. The text
menu offers a variety of view, search, and configuration options. Use the digit keys to browse
around the menu.

Note: do not change the active application while in text-menu mode.

For additional information, refer to the KeyGrabber PS/2User 6 s Gui de
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KeyGrabber

TimeKeeper

It is necessary to configure the built-in clock module for getting correct date and time-stamps.
To do this, a text file named TIME.TXT should be prepared with the following format:

Year=2010
Month=4
Day=1
Hour=12
Minute =34
Second=56
Format=PM

=nRcn X

File Edit Format View Help

‘ear=2010
Month=4

Minute=34
Second=56
Farmat=PM

The fields should contain the current time and date. The field Format allows distinguishing
between A.M., P.M., and 24-hour time (use the value AM, PM, or 24). After the file has been
prepared, switch to Flash Drive mode and copy the file TIME.TXT to the root folder of the
flash disk. For the PS/2 version, the USB Download Accelerator has to be used to switch to

Flash Drive mode.

h | "?l | Search Disk (F

@-U-VL-» Computer » Keylogger (F:) »
Organize » J Open = Print Burn
-
- Favorites
Bl Desktop
4 Downloads
= Recent Places
A Libraries
<| Documents
-, Music
k= Pictures
B videos
/M Computer
.‘;v Mew Volume (C:)
[ pisk (F)
TIMETXT
Text Document

Mew folder

o - A @

LOG.TXT COMFIG.TXT

After copying the file, safely remove the Flash Drive. The new clock configuration will be

loaded during the next power-up.
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The clock configuration file must be named TIME.TXT and must be placed in the root folder.
Variable and value strings are case insensitive, however they must match the options listed
below.

1 Year sets the clock year value. Valid range is from 2000 to 2099.

1 Month sets the clock month value. Valid range is from 1 (January) to 12 (December).

i1 Day sets the clock day value. Valid range is from 1 to 31. If the specified day exceeds
the maximum number of days in the specified month, the next valid day value will be
chosen.

1 Hour sets the clock hour value. Valid range is from 1 to 12 for 12-hour time
(A.M./P.M.), and 0 to 23 for 24-hour time.

1 Minute sets the clock minute value. Valid range is from 0 to 59.

1 Second sets the clock second value. Valid range is from 0 to 59.

1 Format sets the time format. Valid values are AM, PM, and 24. If AM is chosen, the 12-
hour format is selected and the specified hour is treated as before noon. If PM is
chosen, the 12-hour format is selected and the specified hour is treated as after noon.
If 24 is chosen, the 24-hour format is selected and the specified hour is treated as 24-
hour format.

Sample TIME.TXT for 12-hour time: Sample TIME.TXT for 24-hour time:
Year=2010 Year=2010

Month=10 Month=10

Day=25 Day=25

Hour=5 Hour=17

Minute=51 Minute=51

Second=43 Second=43

Format=PM Format=24
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Configuration files

The KeyGrabber TimeKeeper is configured via two text files placed on the internal Flash
Drive:

1 CONFIG.TXT (configures key-logging parameters)
1 TIME.TXT (configures the internal clock for time-stamping)

These files should contain configuration parameters, placed in successive lines in the
following format:

Parameterl=Value
Parameter2=Value
Parameter3=Value
é

Example of CONFIG.TXT
Password= SVL

Log SpecialKeys=Full
Language=English

These configuration files must be placed in the device internal memory using Flash Drive
mode.
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